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  1.     Introduction 

 Confi dential data associated with military, fi nancial, corporate, 
and personal systems are among the most valuable assets in 
modern society, justifying considerable investment in tech-
nologies for their protection. The most widely used approaches 
involve data encryption and access passwords, even though 
such software solutions have much vulnerability. Permanent 
destruction, at the level of the hardware (i.e. ,  memory chips 
and associated electronics), represents the ultimate solution 
for secure data. [ 1–3 ]  Here, we describe some simple concepts in 
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harmless way, might provide the ultimate form of data security. This paper 
presents materials and device architectures for triggered destruction of con-
ventional microelectronic systems by means of microfl uidic chemical etching 
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wireless microfl uidics and etching chem-
istries that enable on demand, complete 
dissolution of conventional microelec-
tronic systems, with general applicability 
to broad classes of state-of-the-art semi-
conductor devices. These systems allow 
programmable, controlled release, and 
fl uidic delivery of multiple highly corro-
sive etchants that rapidly and permanently 
eliminate key constituent materials, such 
as silicon (Si), silicon dioxide (SiO 2 ) and 
metals (e.g., Al), in memory modules, 
integrated circuits, and radio components. 

This functionality represents a triggered mode of operation for 
a broad, emerging area of technology known as transient elec-
tronics. [ 4 ]  Several application examples demonstrate the utility 
of these platforms for triggered transience.  

  2.     Results and Discussion 

  Figure    1  a presents the structure of a wireless device for trig-
gered transience which includes microfabricated heaters, ther-
mally expandable polymers, fl uid reservoirs, and microfl uidic 
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channels on a supporting substrate. The microfl uidic system 
involves separate reservoirs and channels to eliminate the pos-
sibility for cross contamination. Three separate heater elements 
consist of serpentine traces of gold (300-nm thick) formed on 
top of an FR4 substrate, chosen for its use in conventional 
microelectronics and its low thermal conductivity (0.4 W m −1  K) 
with corresponding ability to reach high temperatures with 
minimum input power. The reservoirs and microfl uidic chan-
nels consist of mechanically micromachined features of relief 
in a sealing cap made of a material (cyclic olefi n polymer (COP)) 
that has low water vapor permeability (0.023 g mm m −2  d). [ 5 ]  
Images of these two separately prepared components appear 
in Figure S1, Supporting Information. Bonding this cap onto a 
layer of thermally expandable polymer (270-µm thick, Expancel 
031 DU 40, AkzoNobel) spin cast on the FR4 substrate 

completes the fabrication. This polymer undergoes a rapid, 
abrupt, and irreversible change in volume at ≈80 °C. Details 
associated with the materials and fabrication procedures appear 
in the Experimental Section.  

 The wireless control system exploits serial communication 
with an infrared light-emitting diode (IR-LED, TSTS7100 IR 
emitter, wavelength: 950 nm, radiant intensity: 50 mW Sr −1 , 
Vishay Semiconductor) for the transmitter and an IR detector 
for the receiver, to allow independent control of each heater 
element in the microfl uidic device. Experimental results sum-
marized in Figure  1 b illustrate sequential, wireless activation 
through thermal maps collected with an IR camera (FLIR 
SC650, Wilsonville, OR). Power delivered by a battery to the 
heaters (≈286 mW for each) induces Joule heating with peak 
temperatures of ≈100 °C within ≈20 s after wireless triggered 
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 Figure 1.    Layouts of a wireless microfl uidic system for triggered transience and characterization of heater elements for actuating structures that serves 
as pumps. a) Schematic illustration (left), optical image (middle), and side view illustration (right) of the device, which consists of three independent 
microfl uidic channels of COP, a layer of thermally expandable polymer and microfabricated heaters made of Au (300 nm) on a FR4 substrate. Water 
with red, green, and blue dye in each reservoir and microfl uidic channel facilitates visualization. b) Infrared (IR) images of sequential powering of the 
heater elements (marked A, B, C). The inset shows a magnifi ed optical image of the heaters. c) Corresponding results from FEA of the distributions 
of temperature. d) Experimental and computational (FEA) results of average temperatures of the heaters (marked A, B, C in Figure  1 b and c). The 
temperature of the activated heater (marked A) reaches ≈100 °C while the others (marked B, C) remain at room temperature. e) Top and side view 
optical images of the thermally expandable polymer after full activation.
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activation using an IR remote control unit (Movie S1, Sup-
porting Information). These results agree with fi nite element 
analysis (FEA) of the coupled thermomechanical responses 
(Figure  1 c). The temperature decreases rapidly from its peak 
value at the location of the operating heater to a value far below 
the activation temperature of the thermally expansive polymer 
in the surrounding regions, thereby allowing independent 
operation of the three reservoirs. The graph in Figure  1 d shows 
experimental and computational FEA results of the average 
temperatures of the operating heater (marked A; ≈100 °C) 
and adjacent heaters (marked B and C; ≈room temperature) in 
Figure  1 b (left). Activation of the thermally expandable polymer 
leads to its abrupt increase in volume (to ≈5 times of its orig-
inal volume) within a minute, thus leading to complete fi lling 

of the reservoirs (Figure  1 e). This process causes the ejection 
of ≈2.64 µL of water through the microfl uidic channels, across 
the embedded chemical powders, and ultimately into overlap 
with the targeted electronics. The resulting etchants are capable 
of partially or completely dissolving layers of Si, SiO 2 , Al, and 
other functional materials. 

  Figure    2  a presents a demonstration of the triggered release 
process using water with red, green, and blue dyes. Activating 
each heater in a time sequence with intervals of ≈20 s via wire-
less control leads to ejection of the dyed water into a water bath 
(Movie S2, Supporting Information). Function in the manner 
envisioned here involves similar controlled release, but with 
different concentrated etchants selected to enable dissolution 
of the basic constituent components of conventional silicon 
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 Figure 2.    Illustrations of the operation of a wireless, microfl uidic device for triggered transience. a) Optical images of the triggered release of water 
with red, green, and blue dye, sequentially with a time interval of ≈20 s. b) Sequence of optical microscope images after dissolution of Si, SiO 2 , and Al 
by triggered release of corresponding etchants formed by mixing water with powders of KOH, KHF, and NaOH, respectively. c) Changes in thickness 
as a function of time for the dissolution of Si (left), SiO 2  (middle), and Al (right) in etchants formed with KOH, KHF, and NaOH at room temperature, 
respectively. d) Optical images of an array of MOSFETs before (left) and after the sequential triggered release of etchants formed with KHF (middle) 
and KOH (right). Insets shows microscope images at triggered area.
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electronics and digital memory devices. Although removal 
of selected layers or materials can render a device nonfunc-
tional, certain applications might call for complete destruction. 
For this demonstration, fi nely ground powders of potassium 
hydroxide (KOH, >85%, Fisher Scientifi c), potassium hydrogen 
fl uoride (KHF, 99%, Sigma-Aldrich), and sodium hydroxide 
(NaOH, 99.99%, Sigma-Aldrich) yield, when mixed with water 
from the reservoirs, corrosive etchants for Si, SiO 2 , and Al, 
respectively. We note that KOH and NaOH are hygroscopic, 
while KHF is not. Separation of the chemical powders (in the 
serpentine microfl uidic channel structures) from the water (in 
the reservoirs) facilitates long-term storage without unwanted 
etching of the various components of the system. Conformal 
deposition of parylene (5-µm thick) on the inner walls of res-
ervoirs and microfl uidic channels further improves the chem-
ical resistance and simultaneously prevents water in reservoirs 
from evaporating due to its excellent barrier properties and low 
water vapor permeability (0.08 g mm m −2  d). [ 6,7 ]  Figure  2 b pre-
sents a series of microscope images during the consecutive dis-
solutions of a test structure that consists of Al (200 nm), SiO 2  
(300 nm), and Si (300 nm) formed by electron beam evapora-
tion, plasma-enhanced chemical vapor deposition (PECVD, 
Plasmatherm) and reactive-ion etching (RIE, Plasmatherm) of 
the top layer silicon on a silicon-on-insulator (SOI, top silicon: 
300 nm, SOITEC, France) wafer, respectively. When triggered, 
the water in the reservoirs mixes with the chemical powders as 
it passes through the serpentine microfl uidic channels, thereby 
generating highly corrosive etchants at the outlet port. Values 
of pH measured at this location are 13.05, 4.28, and 12.10 for 
the cases of KOH, KHF, and NaOH powders, respectively. 
Figure  2 c shows the thicknesses of various fi lms evaluated by 
atomic force microscopy (AFM, Asylum Research MFP-3D, 
USA) at several stages during their dissolution at room temper-
ature. Each material gradually disappears in a manner defi ned 
by the etching rates. Representative AFM images and thickness 
profi les appear in Figure S2, Supporting Information.  

 A practical demonstration example exploits an array of home-
built metal-oxide-semiconductor fi eld-effect transistors (MOS-
FETs) based on monocrystalline silicon nanomembranes (Si 
NMs), as in Figure  2 d (left). The substrate supports 360 MOS-
FETs in an array, each with a mobility of ≈350 cm 2  V −1 ·s and 
an on/off ratio >10 4 , calculated from the representative transfer 
curves and current–voltage characteristics (Figure S3, Sup-
porting Information). Details appear in the Experimental Sec-
tion. Figure  2 d (middle and right) provides a set of images 
collected after sequential, wireless triggered release of etch-
ants based on KHF and KOH at room temperature. In ≈30 s 
after the trigger event, the etchants cause disintegration of the 
array into small fragments (Insets and Movie S3, Supporting 
Information). 

 An advantage of this type of device for triggered transi-
ence is that it naturally integrates with standard, commercially 
available semiconductor devices, including integrated circuits, 
memory devices, radios, micro-electro-mechanical systems 
components, sensors, and others. An example, shown in the 
images and schematic illustrations of  Figure    3  a,b uses a radio-
frequency identifi cation (RFID) device that consists of an 
unpackaged near fi eld communication (NFC) chip (M24LR04E, 
ST Microelectronics) connected to a Cu inductive coil with an 

In/Ag solder paste (Figure  3 a, inset). A layer of polydimethyl-
siloxane (Sylgard 184, Dow Corning) with a predefi ned hole 
(≈8 mm diameter) serves as a bonding interface that simultane-
ously directs the fl ow of etchant onto the NFC chip. Figure  3 c,d 
illustrates the changes in key device characteristics, such as 
impedance and phase of the RFID device after the triggered 
release of etchant based on KHF. Flow onto the NFC chip 
yields signifi cant and abrupt functional degradation within 
≈3 s, with continued gradual degradation afterward. The 
observed degradation is attributed to the chemically destroyed 
NFC chip, coupled with the damaged interconnections between 
NFC chip and Cu coils. Microscope images in Figure  3 e show 
the surface of the NFC chip before and after this process. Dis-
coloration and roughening of the surface result from erosion 
induced by etching. Rinsing the eroded surface of NFC chip 
with acetone, methanol, and isopropanol removes residues 
for the purpose of facilitating further examination (Figure S4, 
Supporting Information).   

  3.     Conclusion 

 The materials and design strategies introduced here provide 
platforms for electronics that are capable of irreversibly dis-
solving or disintegrating on demand. The same schemes 
are well suited to other kinds of sensors and microsystems 
technologies as well, where the goals might be to prevent 
unwanted proliferation of proprietary designs, as opposed 
to maintaining data security. For any such application, the 
ability to maintain sealed fl uid compartments represents 
a key requirement. Although the systems described here 
are able to contain the liquids only for relatively short times 
(e.g., ≈7 d), advances in conventional microfl uidics could 
extend the lifetime.  

  4.     Experimental Section 
  Fabrication of Device for Triggered Transience : Photolithographic 

patterning of a fi lm of Au (300 nm) formed by electron beam evaporation 
yielded heaters on an FR4 substrate (381-µm thick, ePlastics). A layer 
of thermally expandable polymer (270-µm thick; Expancel 031 DU 
40, AkzoNobel) composed of a mixture of PDMS (Sylgard 184, Dow 
Corning) and Expancel at a ratio of 2:1 by weight, was spin cast and 
cured in a convection oven at 70 °C for 6 h. The thermally expandable 
microspheres consist of plastic shells that encapsulate a gas. Upon 
heating, the internal pressure of the gas increases and the shell softens. 
These combined effects cause a dramatic increase in the sizes of the 
microspheres, which is irreversible due to the thermoplastic nature 
of the deformation of the shells. Mechanical milling defi ned relief 
structures on a substrate of COP (2-mm thick, Zeon Chemicals). 
Depositing a conformal layer of 5-µm thick parylene formed a secondary 
seal to improve the chemical resistance and reduce permeability of 
water/vapor through the inner walls of reservoirs and microfl uidic 
channels. Filling these features with fi nely ground chemical powders and 
bonding, the resulting substrate against the precured expandable layer 
using a double-sided adhesive fi lm (ARclear, Adhesive Research) yielded 
sealed microfl uidic channels. Distilled water (≈2.64 µL) was injected 
with a syringe into reservoirs through the predefi ned holes (≈0.45-mm 
diameter). Sealing the holes around the reservoirs and the outlets with 
Cu foil (300-nm thick) to prevent evaporation of water completed the 
fabrication. 
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  Wireless Control System : A wireless transmitter (i.e., remote control) 
and a receiver provided communication through modulated IR signals. 
The transmitter included three buttons for control of the three individual 
heater elements. Pressing a button caused the microcontroller (Arduino 
Pro Mini 328, Arduino) in the transmitter to generate a corresponding 
control signal for emission of IR light from an LED, loaded onto a 
38 kHz carrier frequency signal. The receiver consisted of a 
microcontroller (Attiny84, Atmel), an IR receiver (TSOP57438, Vishay 
Semiconductors), and transistors. The signal detected by the IR receiver 
activated the corresponding heater by turning on power supplied by a 
battery using an associated transistor as a switch. 

  Fabrication of an Array of Metal-Oxide-Semiconductor Field-Effect 
Transistors (MOSFETs) : An array of MOSFETs using phosphorous doped 
Si NMs was prepared from silicon derived from an n-type SOI wafer. 
Phosphorous doping at 1 000 °C for 5 min defi ned highly doped areas for 

source and drain contacts. Removal of the buried oxide by wet etching 
with hydrofl uoric acid released the top device silicon from the SOI 
wafer, and allowed transfer printing onto a fi lm of polyimide (PI, 1 µm, 
Microchem) spin cast on a clean glass slide. Doped Si NMs were isolated 
by photolithography and reactive-ion etching (RIE, Plasmatherm) with 
sulfur hexafl uoride (SF 6 ) gas. A thin layer of SiO 2  (100 nm) formed by 
plasma-enhanced chemical vapor deposition (PECVD, Plasmatherm) 
served as the gate dielectric. Photolithographic patterning and wet 
etching using buffered oxide etchant (BOE, Transene Company, USA) 
formed contact openings for source and drain electrodes. Depositing a 
layer of Au (150 nm) by electron beam evaporator to create the source, 
drain, and gate electrodes completed the process. 

  Fabrication of Radio Frequency Identifi cation (RFID) Device : The process 
began with lamination of Cu foil (5 µm, Oak Mitsui Microthin series) 
onto a bilayer of PDMS (10 µm) and PI (2.4 µm) spin cast on a clean 

 Figure 3.    Wirelessly triggered transient RFID device. a) Optical image of the microfl uidic system integrated with the RFID device. Inset shows a 
magnifi ed view of an unpackaged NFC chip that provides essential function in the device. b) Exploded view schematic illustration of the full system. 
c,d) Measured changes in key device characterizations (e.g., impedance, phase) of the RFID device as a function of time after the triggered release of 
an etchant based on KHF. e) Microscope images of the commercial NFC chip before (left) and after (right) the triggered release of etchant based on 
KHF at room temperature.
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glass slide. Photolithographic patterning and wet etching formed the 
inductive coil, and another layer of PI (2.4 µm) provided encapsulation. 
Contact openings for an interconnecting bridge were defi ned by using 
oxygen plasma etching and oxide remover (Flux, Worthington). A layer of 
electron beam evaporated Cu (2-µm thick) served as an interconnecting 
bridge. Photolithographic patterning and oxygen plasma removed 
unnecessary PI, leaving the PI only in the regions of the inductive coil. 
A thinned NFC chip (50-µm thick, M24LR04E, ST Microelectronics) 
was manually attached with an In/Ag solder paste (Ind. 290, Indium 
Corporation).  
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